Privacy Notice
This Privacy Notice explains how I collect, use, store, and protect your personal information in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and the policies of the British Association for Counselling and Psychotherapy (BACP).
I am committed to protecting your privacy and ensuring your information is handled safely, lawfully, and transparently.

1. Data Controller Details
Data Controller & Data Processor:
Samantha Crane/ All Seasons Counselling and Wellbeing
Email: TalkAllSeasons@gmail.com
Registered with the Information Commissioner’s Office (ICO): ZB986877
As both the data controller and processor, I am responsible for the secure handling, processing, and storage of your personal data.

2. What Information I Collect
2.1 Personal Information
I collect and store the following information when we agree to work together:
· Name
· Contact details (phone number, email)
· Emergency contact / next of kin
· GP name and address
2.2 Sensitive (Special Category) Information
Due to the nature of therapy, I may collect information considered “special category data,” including:
· Mental and physical health information
· Use of alcohol, prescribed or non-prescribed substance use
· Criminal offences or alleged offences
· Personal information you choose to share about relationships, sexuality, family, cultural background, religion, lifestyle, or employment
This information is processed under the lawful basis of legitimate interests and the additional condition of health and social care as outlined in Article 9(2)(h) UK GDPR.

3. How I Collect Your Information
I may obtain personal information from:
· Website contact form
· Email, telephone calls, voicemail, and text messaging
· Communications via online therapy platforms (e.g., Doxy.me)
· Details shared during therapy sessions
· Your health insurance provider, when applicable and with your consent
Your information is not stored on my website; it is transferred securely to my email and then removed from the website platform.

4. Purpose and Lawful Basis for Processing
I process your information to:
· Provide counselling services
· Make safe, ethical, and clinically appropriate decisions
· Contact you regarding appointments or updates
· Ensure the safety and wellbeing of you and others
· Maintain required professional records
· Comply with legal, regulatory, and accounting obligations
Lawful bases under UK GDPR:
1. Legitimate Interests (Article 6(1)(f)) – providing safe, effective counselling services.
2. Vital Interests (Article 6(1)(d)) – protecting life in situations of serious risk.
3. Legal Obligation (Article 6(1)(c)) – compliance with law, safeguarding, or court orders.
4. Special Category Condition (Article 9(2)(h)) – provision of health and social care.
I do not use your data for marketing or any non-essential purposes.


5. Third-Party Sharing
Your information is not shared with any third party except in the following circumstances:
5.1 With your consent
You may request or authorise sharing information with:
· Your GP
· A healthcare provider
· An insurer
· Any relevant third party supporting your care
5.2 Without your consent (legal exceptions)
Information may be shared without consent only when:
· There is a significant and immediate risk of harm to you or another person
· There is a child safeguarding concern
· I am required to comply with a court order or legal demand
5.3 Professional supervision
As required by the BACP, I attend professional supervision.
No personally identifying information is disclosed during supervision.

6. How Your Data Is Stored
I take multiple measures to protect your data:
6.1 Paper Records
Stored securely in a locked filing cabinet:
· Contact sheet
· Contract / Agreement / GDPR consent
· Assessment form
6.2 Electronic Records
Stored on password-protected devices:
· Client code (used instead of names)
· Brief session notes
· Email, SMS, or WhatsApp messages
6.3 Security Measures
· Strong, regularly updated passwords
· Devices are never shared with others
· Personally identifying details are not stored on my mobile device except coded phone numbers
· No duplicate records kept unless necessary
· Website stores no personal data beyond transferring your message

7. Data Retention Period
I keep your data only for as long as necessary:
· Enquiries without therapy: deleted after 90 days
· Clients (adults): records kept for 5 years after final session
· Minimal personal data: retained for a further 2 years (total 7 years) only where required for HMRC
· Clients under 18: retained until five years after the client’s 18th birthday
After these periods, all documents are securely destroyed.

8. Your Rights Under GDPR
You have the following rights:
· Right of Access – to request copies of your personal data
· Right to Rectification – to correct inaccurate information
· Right to Erasure – to request deletion (in certain circumstances)
· Right to Restrict Processing – to limit how your data is used
· Right to Data Portability – to request transfer of data to another provider
· Right to Object – to object to certain processing
To exercise any of these rights, email: TalkAllSeasons@gmail.com

9. Protecting Your Privacy When Using Electronic Communication
I take all reasonable measures to secure your data; however:
· No internet communication can be 100% secure
· You share information electronically at your own discretion
· You are responsible for choosing secure email addresses and password-protecting attachments you send
Please review the privacy terms of any email or messaging provider you use (e.g., Gmail, Outlook, WhatsApp).

10. Complaints
If you have any concerns about how your data is handled, please contact me at:
TalkAllSeasons@gmail.com
If you feel your concern has not been resolved, you have the right to contact the Information Commissioner’s Office (ICO):
Phone: 0303 123 1113
Website: ico.org.uk/concerns


